REDUCING EXPOSURE TO HARMFUL CONTENT

VIA GRAPH REWIRING

Motivation

Radicalization Risks of Recommendation Algorithms

How can we mitigate the risks of recommen-

dation algorithms by making small changes to
the structure of the recommendation graph?

Harm Exposure Model

Exposure to Harm: Cost of Random Walks on the Graph
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Problem Statement

@)
Edge Rewiring: Replacing (1,§) with (i, k) i@7.)
Other Building Blocks

- Random-walk transition matrix P
- Fundamental matrix F = (I — P)~!

- Gy G after T rewirings

- e;r Fc: Expected exposure starting at 1, with ¢: node-cost vector

- f(G) = 1'Fc: Expected total exposure

r-Rewiring Exposure Minimization (REM)

min f(G,) < max fa(G, G;) = f(G) — f(G;)

Variant with quality constraints on recommendations:

g-relevant r-Rewiring Exposure Minimization (QREM)
Requires relevance function 8 (e.g., NDCG) and threshold g

Hardness and Approximability

Greedy (1 — 1/e)-APX: Conditional Submodularity

- S={ieV]e/Fc=0} Set of safe nodes

- AT Maximum out-degree of an unsafe node

- |S| > AT = REM is submodular = greedy (1 — 1/e)-APX

NP-Hardness: Reduction from MVC for 3-Regular Graphs
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Edges rewired by GAMINE without (1) or with strict (2) quality constraints.

The GAMINE Algorithm LoT

Efficient Implementation

- Naive Approach: O(Tn*(n +m))
Bottleneck: Matrix inversion
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- Forgoing Matrix Inversion: O(rkn(n + m)) 0.0
Approximate inverse via K power iterations (3)
New bottleneck: Number of candidate rewirings 1.0
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Number of rewirings

- Reducing Candidate Rewirings: O (rk(ATn+m)) :g 0.8
REM: Only consider A™ 4+ 2 most promising targets, 5 0.6-

where A™ is the maximum out-degree in G 204
= 0.
Can find rewiring maximizing ot = (1'"Fu)(v'F¢) g2

Can no longer compute p = 1 + v'Fu, but. .. © 0.0

MMS, Max. Segregation
MMS, Total Segregation
— MMS, Total Exposure

0

— Correlation between ot and ot/p almost perfect (4)
— 0T > o1’ almost always implies ot/p > ot’/p’

Linear under realistic assumptions on the input i
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Experimental Evaluation

NONE
Setup center
- Synthetic data & real data (YouTube & NELA-GT) efie
right
- 4 different cost functions for real data right-c SN .
| . - 253
- 5 quality thresholds, 3 absorption probabilities, ... b

- 4 baselines & 1 external competitor (MMS) (5) _

With just 100 rewirings, GAMINE can reduce

the exposure to harm by 50% while reducing
recommendation quality by at most 5% (3).

Selected Observations

- Rewiring to harmful nodes may be necessary (1,2). 200

400

- (AAMINE outperforms its competitor MMS on the <o

YouTube data (4). - c -
- The NELA-GT data is intrinsically harder than the (6) 4
YouTube data due to its edge structure (5,6).
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News class: (veracity score,

conspiracy flag, source flag)



